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1. CreateRemoteThread() API

CreateRemoteThread API . 1994
Microsoft Systems Journal Jeffrey Ritcher “Load

Your 32-bit DLL into Another Process’s”
Reference
Jeffrey Ritcher . Programming Applications

Microsoft Windows 4™ Edition “Injecting a DLL Using Remote Threads”
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1.1.

CreateRemoteThread API DLL Injection

1. VirtualAllocEx API

2. WriteProcessMemory API DLL Pathname

3. GetProcAddress API LoadLibraryA LoadLibraryW API

4. CreateRemoteThread API 1 LoadLibrary
API

5. VirtualFreeEX API 1

6. GetProcAddress API FreeLibrary API

7. CreateRemoteThread API DLL HINSTANCE , FreeLibrary

Debug Technique
( IAT Patching EAT
Patching . - =)

LoadLibrary API DIl . LoadLibrary API
CreateRemoteThread API
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1.2.

. CreateRemoteThread API
Thread API LoadLibrary

CreateRemoteThread . API
HANDLE WINAPI CreateRemoteThread(

HANDLE hProcess,
LPSECURITY_ATTRIBUTES IpThreadAttributes,
SIZE_T dwsStackSize,
LPTHREAD_START_ROUTINE IpStartAddress,
LPVOID IpParameter,
DWORD dwCreationFlags,
LPDWORD IpThreadld

hProcess : [in],
PROCESS_CREATE_THREAD, PROCESS_QUERY_INFORMATION,
PROCESS_VM_OPERATION, PROCESS VM_WRITE, PROCESS_VM_READ

. IpThreadAttributes : [in], . NULL Default
dwsStackSize : [in], .0 Default size
IpStartAddress : [in],

ThreadProc
IpParameter : [in],
dwCreationFlags : [in], suspend . 0
IpThreadld : [out], ID , NULL ID

LPTHREAD_START_ROUTINE IpStartAddress

DWORD WINAPI ThreadFunc(PVOID pvParam)

LoadLibrary API
WINBASEAPI HMODULE WINAPI LoadLibraryA(IN LPCSTR IpLibFileName);
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WINBASEAPI HMODULE WINAPI LoadLibraryW(IN LPCWSTR IpLibFileName);

#ifdef UNICODE
#define LoadLibrary LoadLibraryW

#else
#define LoadLibrary LoadLibraryA
#endif
LoadLibrary API . WINAPI |
(DWORD, HINSTANCE unsigned long 32 J)
, ThreadFunc LoadLibraryA  LoadLibraryW

GetProcAddress API
hThread = ::CreateRemoteThread(hUserAPI, NULL, O, pfnLoadLibrary, “Path to dll", O,
NULL);

pfnLoadLibrary = GetProcAddress LoadLibrary
LoadLibrary GetProcAddress
Windows DLL export

DLL  Entry Point
Entry Point IAT(Import Address Table)

Import . DLL  Entry Point IAT
CreateRemoteThread API LoadLibrary
Import Table Entry Point

Access Violation

LoadLibrary API Kernel32.dll Windows Application
GetProcAddress API LoadLibrary

LoadLibrary pfnLoadLibrary

[Ansi]

PTHREAD_START_ROUTINE pfnLoadLibrary =
(PTHREAD_START_ROUTINE)GetProcAddress(GetModuleHandle(TEXT(“Kernel32")),
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“LoadLibraryA”
)i
[Unicode]
PTHREAD_START_ROUTINE pfnLoadLibrary =
(PTHREAD_START_ROUTINE)GetProcAddress(GetModuleHandle(TEXT(“Kernel32")),
“LoadLibraryw
");

[WINBASE.H]
typedef DWORD (WINAPI *PTHREAD_START_ROUTINE)(
LPVOID IpThreadParameter

)

PTHREAD START_ROUTINE (
-_-).

type (* o)

type :

winapi
:int func(int a)
int pf(int a) :
int *pf(int a) : *
int(*pf)(int) :
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#include <stdio.h>

int func(int a)

{
return a*2;
}
int main()
{
int i;
int (*pf)(int a);
pf = func;
i=(*pH(2);
printf("%d¥#n", i);
}

int (*pfl)(char *);
void (*pf2)(double);
pfl=(int (*)(char *))pf2;

typedef

typedef int (*PFTYPE)(int);
PFTYPE pf;

PFTYPE arpf[5];

PFTYPE *ppf;

typedef DWORD (WINAPI *PTHREAD_START_ROUTINE)(
LPVOID IpThreadParameter

)

DWORD type LPVOID
PTHREAD_START _ROUTINE . WINAPI
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push

LoadLibraryA
PTHREAD_START_ROUTINE pfnLoadLibrary =
(PTHREAD_START_ROUTINE)GetProcAddress(GetModuleHandle(TEXT(“Kernel32")),
“LoadLibraryA”);

GetProcAddress API PTHREAD_START_ROUTINE
DWORD type pfnLoadLibrary
? MSDN
DLL )
(typedef)

LoadLibrary = GetProcAddress
DLL Name

VirtualAllocEx APl  VirtualFreeEx API

LPVOID VirtualAllocEx(
HANDLE hProcess,
LPVOID IpAddress,
SIZE_T dwSize,

DWORD flAllocationType,
DWORD flProtect

hProcess : [in],
IpAddress : [in], . NULL To Auto.
dwsSize : [in], . Byte , NULL To IpAddress

flAllocationType : [in],
MSDN . MEM_COMMIT Commit , MEM_RESERVE
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http://msdn.microsoft.com/library/default.asp?url=/library/en-us/memory/base/virtualallocex.asp

flProtect : [in], MEM_COMMIT
PAGE_EXECUTE_READWRITE

http://msdn.microsoft.com/library/default.asp?url=/library/en-

us/memory/base/memory protection constants.asp

BOOL VirtualFreeEx(
HANDLE hProcess,
LPVOID IpAddress,
SIZE_T dwSize,
DWORD dwFreeType

hProcess : [in],

IpAddress : [in], , dwFreeType MEM_RELEASE

dwSize : [in], dwFreeType @ MEM_RELEASE
dwFreeType : [in], MEM_RELEASE = MEM_DECOMMIT

VirtualAllocEx API

MSDN

1.

OpenProcessToken(GetCurrentProcess(), TOKEN_ADJUST_PRIVILEGES | TOKEN_QUERY,

&hToken);

LookupPrivilegeValue(NULL, SE_DEBUG_NAME, &Val);
tp.PrivilegeCount = 1;

tp.Privileges[0].Luid = Val;

tp.Privileges[0].Attributes = SE_PRIVILEGE_ENABLED;

AdjustTokenPrivileges(hToken, FALSE, &tp, sizeof(tp), NULL, NULL);

CloseHandle(hToken);

DebugPrivilege
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2.

hTarget = FindWindow(" Class", NULL);
GetWindowThreadProcessld(hTarget, &processld);

hProcess = OpenProcess(PROCESS ALL ACCESS, TRUE, dwProcessld);

spy++ processid
1,2 NULL . GetlLastError()
5 , ACCESS_DENIED
DebugPrivilege OpenProcess()

N/N\-

) http://www.jiniya.net/bbs/viewtopic.php?p=1232

OpenProcess APl PROCESS_ALL_ACCESS
ID  Process NULL
ID  Process
? ID

NN
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PROCESS_ALL_ACCESS

InjectLib EjectLib

—InjectLib-
BOOL WINAPI CCreateRemoteProcessDIg::InjectLib(DWORD dwProcessld, LPCTSTR szLibFile)
{

BOOL fOk = FALSE;

HANDLE hProcess = NULL, hThread = NULL;

NULL;

szLibFileRemote

_try

s

//

hProcess = OpenProcess(
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PROCESS_QUERY_INFORMATION | //

PROCESS CREATE_THREAD | // CreateRemoteThread
PROCESS VM _OPERATION | /7 VirtualAllocEx/VirtualFreeEx
PROCESS_VM WRITE, // WriteProcessMemory

FALSE, dwProcessld);

if(hProcess == NULL)
{

AfxMessageBox(*'OpenProcess Failed : Line 195™);

__leave;

// DLL
int cch = 1 + strlen(szLibFile);
int cb = cch * sizeof(TCHAR);

// DLL
szLibFileRemote = (TCHAR *)VirtualAllocEx(hProcess, NULL, cb, MEM_COMMIT,
PAGE_READWRITE) ;

if(szLibFileRemote == NULL)

{
AfxMessageBox("'VirtualAllocEx Failed : Line 213");

__leave;
}
// DLL
if (MWriteProcessMemory(hProcess, szLibFileRemote, (LPVOID)szLibFile, cb, NULL))
{

AfxMessageBox("'WriteProcessMemory Failed : Line 221");

__leave;

// LoadLibraryA
PTHREAD_START_ROUTINE pfnThreadRtn =
(PTHREAD_START_ROUTINE)GetProcAddress(GetModuleHandle (TEXT("'Kernel32™)),
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"LoadLibraryA™);

if(pfnThreadRtn == NULL)

{
AfxMessageBox('GetProcessAddress Failed : Line 228");

__leave;

// DLL
hThread = CreateRemoteThread(hProcess, NULL, 0, pfnThreadRtn, szLibFileRemote, O,
NULL);

if(hThread == NULL)

{
AfxMessageBox(*‘CreateRemoteThread Failed : Line 236™);
__leave;
}
// CreateRemoteThread DLL DLL
// DLL

WaitForSingleObject(hThread, INFINITE);

fOk = TRUE; // Success InjectLib
}

__Finally {
if(szLibFileRemote '= NULL)
VirtualFreeEx(hProcess, szLibFileRemote, 0, MEM RELEASE);

if (hThread != NULL)
CloseHandle(hThread);

if (hProcess != NULL)

CloseHandle(hProcess);

}
return(fok);

} 7/ end of InjecLib()
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InjectLib

OpenProcess API VirtualAllocEx

WriteProcessMemory API dll
GetProcAddress  LoadLibraryA CreateRemoteThread API  dll

_try{} __finally{} VirtualFreeEX
CloseHandle API

_try 3 — _finally{} _ leave __try,
__finally, _leave C++ try, catch, throw VC
SEH(Structured Error Handling) C++
MFC SEH
C++

MSDN

(http://msdn.microsoft.com/library/kor/default.asp?url=/library/KOR/vccore/html/ core exception ha

ndling topics .28.general.29.asp)

OpenProcess API . API API

HANDLE WINAPI OpenProcess(
DWORD dwDesiredAccess,
BOOL binheritHandle,
DWORD dwProcessld

);

dwDesiredAccess : [in],

security descriptor 1
SeDebugPrivilege security descriptor
binheritHandle : [in], TRUE

dwProcesslid : [in],
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Value

PROCESS_ALL_ACCESS
(OX1FOFFF)

PROCESS_CREATE_PROCESS
(0x0080)

PROCESS_CREATE_THREAD
(0x0002)

PROCESS_DUP_HANDLE
(0x0040)

DuplicateHandle API

PROCESS_QUERY_INFORMATION
(0x0400)

token, exit code, priority class

PROCESS_QUERY_LIMITED_INFORMATION
(0x1000)

PROCESS_SET_QUOTA
(0x0100)

SetProcessWorkingSetSizef

PROCESS_SET_INFORMATION
(0x0200)

priority class

PROCESS_SUSPEND_RESUME
(0x0800)

suspend resume

PROCESS_TERMINATE
(0x0001)

TerminateProcess

PROCESS_VM_OPERATION
(0x0008)

(VirtualProtectEx, WriteProcessMemory

)

PROCESS_VM_READ
(0x0010)

ReadProcessMemory

PROCESS_VM_WRITE
(0x0020)

WriteProcessMemory

SYNCHRONIZE
(0x00100000L)

wait

wait

EjectLib

BOOL WINAPI CCreateRemoteProcessDIg::EjectLib(DWORD dwProcessld, LPCTSTR szLibFile)

{
BOOL fOk = FALSE;

HANDLE hthSnapshot = NULL;
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HANDLE hProcess = NULL, hThread = NULL;

_try {
// « D
hthSnapshot = CreateToolhelp32Snapshot(TH32CS_SNAPMODULE, dwProcessld);

if (hthSnapshot == NULL)
{
AfxMessageBox(*'CreateToolhelp32Snapshot Failed : Line 292™);

__leave;

//

MODULEENTRY32 me;

me.dwSize = sizeof(me);

BOOL fFound = FALSE;

BOOL fMoreMods = Module32First(hthSnapshot, &me);

for (; fMoreMods; fMoreMods = Module32Next(hthSnapshot, &me))
{
fFound = ( Istrcmpi(me.szModule, szLibFile) == 0) ||
(Istrcmpi(me.szExePath, szLibFile) == 0 );

if (fFound)

break;

if (1fFound)

__leave;

//

hProcess = OpenProcess(
PROCESS_QUERY_INFORMATION |  // Required by Alpha
PROCESS_CREATE_THREAD |
PROCESS VM OPERATION, // For CreateRemoteThread
FALSE, dwProcessld);

if (hProcess == NULL)
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__leave;

// Kernel32.dl1 FreeLibraryA

PTHREAD_START_ROUTINE pfnThreadRtn =
(PTHREAD_START_ROUTINE)GetProcAddress(GetModuleHandle(TEXT("'’Kernel32™)),
"FreeLibraryA™);

if (pfnThreadRtn == NULL)

__leave;

// DLL

hThread = CreateRemoteThread(hProcess, NULL, 0, pfnThreadRtn, me.modBaseAddr, O,

NULL);
if (hThread == NULL)

__leave;

// CreateRemoteThread DLL DLL

// DLL

WaitForSingleObject(hThread, INFINITE);

fOk = TRUE; // success EjectLib

}
__finally { 7/

if (hthSnapshot != NULL)
CloseHandle(hthSnapshot) ;

if (hThread I= NULL)
CloseHandle(hThread);
if (hProcess I= NULL)
CloseHandle(hProcess);
}
return(fok);

} // end of EjectLib

-18/ 24 -



_try{} CreateToolhelp32Snapshot
AP (G ; )

HANDLE WINAPI CreateToolhelp32Snapshot(
DWORD dwFlags,
DWORD th32ProcessID

);

dwFlags : [in],
th32ProcessID : [in],

API

dwFlags

TH32CS_SNAPHEAPLIST, TH32CS_SNAPMODULE, TH32CS_SNAPALL

Value

TH32CS_INHERIT

TH32CS_SNAPALL

th32ProcessID

TH32CS_SNAPHEAPLIST | th32ProcessID

TH32CS_SNAPMODULE th32ProcessID

TH32CS_SNAPPROCESS

TH32CS_SNAPTHREAD

THREADENTRY32

th320wnerProcess|D

CreateToolhelp32Snapshot

Module32First  Module32Next API

BOOL WINAPI Module32First(
HANDLE hSnapshot,
LPMODULEENTRY32 Ipme

);

hSnapshot : [in], CreateToolhelp32Snapshot API
Ipme : [in, out], MODULEENTRY32
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BOOL WINAPI Module32Next(
HANDLE hSnapshot,
LPMODULEENTRY32 Ipme

);

hSnapshot : [in],
Ipme : [out],

ModuleEntry32 MSDN

(http://msdn.microsoft.com/library/default.asp?url=/library/en-us/perfmon/base/moduleentry32 str.asp)

( - -b) WIN32 API

http://support.microsoft.com/default.aspx?scid=kb%3Bko%3B175030

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/perfmon/base/traversing the module list.asp

Istrcmpi API exe
. Istrcmpi Istrcmp

CreateRemoteThread API

InjectLib CreateRemoteThread API WaitForSingleObject
API _ finally{}

http://backrush.com/—lucid7/WindowsHook.zip

CreateProcess DIl

Injection
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“CreateRemoteThread API DLL Injection”

Debug version LoadLibrary Call
.data  stub DLL

DLL Call
WirtualSize
Size IMAGE_MPORT_DRECTORY _ Name Table
OriginalFirstTunk ») - -"532"
T TN'I'IED?IE'S’ISFH#J. . ] a SendMessaged
rectory Name —» "user3z.dll
[IMAGE_DIRECTORY_ENTRY_MPORT] HENE :
— FirstTunk -
Rt
0% 77DE1F54
push ebp ——* SendvessageA®| 3T Al
Import Address Table
077D ECALF
» push ebp -+ EndDialogA®] 3C A|&
Release version DLL Call

IAT(Import Address Table)
DLL

DLL Call
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IMAGE_IMPORT_DIRECTORY

02 7TDECABF

J’ 0= 77DECABF

DLL

AT

OriginalFirstTunk
TimeDateStamp
MNarme
FirstTunk
IATIH 21215 Za s AR 82 DS =2=0] 0Hzt
DEE JRRIPIE £ CHE EUEOICH
0% 77061 F54. l
Ox77DECAAFE 0% 770G 1F54
»  push 77DECABF
jumpE xR
Import Address Table
(770 B A8F
push 77DECABF
JUMp mxRRREss
IAT
stub exception
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push ebp

mov ebp, esp

push ebp

mov ebp, esp




3.

WebSite
1. api hooking revealed

http://www.codeproject.com/system/hooksys.asp

http://dasomnetwork.com/~leedw/mywiki/moin.cgi/

3. Win32 API

http://www.winapi.co.kr/

Documents

1. Programming Applications Microsoft Windows 4™ Edition, Jeffrey Richer
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(-_-9)
3
(-_-9)
()
( -_-3)
API MSDN
IAT Patching —> EAT Patching
User Mode Hooking .(devpia
dynamic api hooking . ,
-_-)
Kernel Mode Hooking . Device Driver
Device Driver (
-_=3)
Device Driver ? ,
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